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Harmonic (Rhozet) WFS
WebGUI AddOn

About

This product is an AddOn to Harmonic’'s WFS transcoding farm
management service. It adds a GUI that can be accessed either via a standard
Web-Browser or via a Microsoft Windows Gadget that resides on the operators
desktop.

Job Status

It gives access to all information and controls that are relevant to transcoding farm operators.
Different access levels based on a user/group/role definition can be configured. A login dialogue grands
access and manages the right options to be available. This said “customers” to the transcoding farm can be
limited to watching the status while only operators can change priorities but just supervisors can stop and
delete a job within Harmonic’s ProMedia WFS.

o

Priorty 2 TaskList
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Installation - General

The WFS WebGUI gets delivered as a) Windows Desktop Gadget or as b) Webserver Application.
The Proxy feature gets delivered as Tomcat Webserver Application in any case and is mandatory for the
WebGUI to get access to the data from Harmonics WFS Controller.

a) The installation of the Windows Desktop Gadget happens via a double click or right mouse button click

+ open option.

é’% WF5Dashboard2.gadget 21.11.2013 18:17 Windows-Minian... 905 KE

A pop up dialogue asks to confirm the installation.

il N
Minianwendungen - Sicherheitswarnung u

Der Herausgeber konnte nicht verifiziert werden. Machten Sie
diese Minianwendung installieren?

; Mame: WFsDashboard2.gadget
@ Herausgeber: Unbekannter Herausgeber

Installieren ] [ Nicht installieren ]

Herausgeber verifiziert, Sie sollten nur Software ausfiahren, die
von Herausgebern stammt, denen Sie vertrauen. Welche
Software kann ausgefahrt werden?

g Diese Datei verfagt dber keine gdltige digitale Signatur, die den

Immediately afterwards a new Gadget shows up on the Windows desktop.

The tool symbol gives access to the configuration dialogue.

Job Status
connecting...

Please insert the IP Adress of either the WFS Controller or x-dream-media’s WFS Proxy (see below).
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WFS Job Monitor

Proxy Mode:
Servername: 192.168.0.131
Port: 8080

A successful configuration will result the Gadget shows the number of queued, running, successful and
failed jobs. The arrow symbol gives access to the fully featured job monitor GUI.

Job Status

Active: Queuwed:
i i

Fatal: Completed:
145 1013

b) The installation of the WebGUI requires a pre-installed and -configured Apache Webserver + a Tomcat
Java Application server. This manual does not show how this is done. We do refer to the
documentation from the Apache and Tomcat community.

The installation of the WebGUI happes fully automatically after copying the Tomcat Application file

|| RhozetJobManager.JMServices.war 1612.2013 12:40 WAR-Datei 096 KB

into Tomcats Application folder:

= 1 komcak LI Mame = Date modified Twpe Sizer | |
. bin ]
b corf . docs 11/12{2013 5:28 PM File Folder
b | examples 11/19/2013 316 PM File Folder
| logs | host-manager 11/12/2013 523 PM File folder
L temp . manager 11122013 5:28 PM File folder
n | Rhozet.JobManager. IM3ervices 12{16/2013 3:02 PM File folder
b docs | ROOT 11/12/20135:25PM  File Folder
| examples
. WF5_GUI_operator 11/29/2013 4:01 PM File folder
| host-manager
B manager | WFS_GUI_supervisor 12312013 2:49 Al File: folder
|| Rhozet.JobManager. MServices L WFS_GUI_viewer 12/3/2013 2:50 AM File Folder
. ROOT Fhozet, JobManager, IMServices war 12/16/2013 1:40 P WAR, File 996 KB
L WES AT b

As result the Application files are being unpackaged.
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The configuration happens via two XML files:

“settings.properties” file defines the behaviour of the proxy feature. The relevant parameter to set is
the IP Adress of the WFS Controller.

& settings.properties - Notepad [_ O]
File Edit Format  Wiew Help

#configuration for proxy mode Conly used from .j=sp files) -
#abMIn Configuration: WFS Servername or IP address and port

server name=iEEEEENREED

port=38731 LI

“settings.js” file defines via what IP address or URL the GUI connects to the WFS Controller. This can be
the WFS Controller. In this case the “mode” needs to be set to “0”. But usually it should be the Tomcat
proxy service from above. In this case the “mode” needs to be set to “1” and the “servername” set to
the WEFS Controller IP address or URL.

lsettings.is - MNotepad [_ O]

File Edit Format Wiew Help

S admin configuration, set mode to 1 if <lients cannot connect directly -
to WFS but use our special java forwarding Cor proxy)  server

52,165 H  Aservername is the name or IP of
orwarding serwver (p mode=1, else it is name of wfs server
war port = "8080";

SAAppearence LI

Afterwards the WebGUI can be access via it’s IP address or URL.

[] XDM WFS Job Monitor

(- ¥ 192.168.0.131:8080/Rhozet. JobManager)MServices/

Eh Meistbesucht r1 Erste Schritte

Controls

[ Running j [ Queued j Elnnr::l [ Failed J

Progress Priarity Starttime Fetcherld
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Managing User Control Restrictions

“settings.js” file defines what controls are available for the user by a right click on a particular job.

& settings.js - Notepad M=l
File Edit Format Wiew Help
var settings_showInitial = 500; ;|

SAUser controls. Add or delete "item" tags as necessary # Tull menu xml
string: "<7xml wversion="1l.0'7r<menuz<item Jd='controls' text='lob
Control'=<item dd="priority’ text='Set Priority' z<item id="'1"

text="1"' =<item 1d="2"' text='2' ><item id='3"' Text='3'/ -<item id="4'
text="4"' r<item dd="5" text='5'/r<item id="6" text='6"/+<item id='7"

text="7'/rcitem id="8" text='8' ><item d="9" text='0G'/ ><item id="10'
text="10"/ </ Atem><item id="regueue’ text='Regueuss/Resume' ><item
id="pause’ text='Pause' r<item id='abort' text='abort'/ < Ateme</menuz"
A minimal menuxm]: <7xm] version='1l.0' ?7=<menu=<item Jd='controls’
text="restricted’ =< items=< menu:

wersion=s ] Framenus> <l

ASAEND of admin configuration

Lo

The minimal set (no controls) for a “viewer” role is defined by the following definition:

var userControlsMenuXML = "<?xml version='1l.0'?><menu><item id='controls'
text='restricted'></item></menu>";

For an “operator” role we do recommend the following settings:

var userControlsMenuXML = "<?xml version='l.0'?><menu><item id='controls'
text="Job Control'><item id='priority' text='Set Priority'><item id="'1l"
text="'1"/><item id='2' text='2'/><item id='3"' text='3"'/><item id='4'
text='4"/><item id='5' text='5'/><item id='6' text='6'/><item id='7"
text='7"/><item id='8"' text='8'/><item id='9' text='9'/><item id='10"
text='10"/></item><item id='requeue' text='Requeue/Resume'/></item></menu>";
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And finally for a “supervisor” role the complete control set is made available via the following settings:

var userControlsMenuXML = "<?xml version='1l.0'?><menu><item id='controls'
text="Job Control'><item id='priority' text='Set Priority'><item id="'1l"
text='1"'"/><item id='2' text='2'/><item id='3"' text='3"'"/><item id='4'
text='4"'"/><item id='5' text='5'/><item id='6' text='6"'/><item id='7"
text='7"'/><item 1d='8' text='8'/><item id='9' text='9'/><item id='10"
text='10"/></item><item id='requeue' text='Requeue/Resume'/><item id='pause'
text="Pause'/><item id='abort' text='Abort'/></item></menu>";

:ﬂ:\ Search l ﬂ“ Refresh l — All Jobs

Mame Created Guid
Transgod= Fo- o7 M4 Tee—qs Thy Dec 12 2013 15:40:19 60561b8c-529f-454a
Transc | setbrorty b3-3cfo-474d
Test from and to SAN [M24_I Regqueue/Resume = 175-6d93-472¢
System Maintenance . 215-1fae-4cef
Pause 3
Test from and to NAS [MN24 Tina nwwey 16 suas 1ot 2f2-060a-4244

System Maintenance Wed Dec 13 2013 15:47: -IIIIEI-I:u:Ill-qa:Ifl

Test from and to MAS [M24_Trai Thu Dec 12 2013 15:43:4
Package for OTT [M24_ImageTr Fri Dec 13 2013 14 ‘ foz
Padkage for OTT [N24_Trailer-A Fri Dec 13 2013 14:26:5:2 abb-83b9-4a0:

Transcode for OTT [M24_Trailer Fri Dec 13 2013 14:22:58 saf-097c-4021
System Maintenance Fri Dec 13 2013 11:00:0= ° 337-6aef-441a
Test from and to SAM [M24_Trai Thu Dec 12 2013 16:16: afg-e4c2-4df7
Padkage for OTT [N24_ImageTr Thu Dec 12 2013 15:46: 0 162-ff09-4716

Package for OTT [N24_Trailer-A Thu Dec 12 2013 15:43:59 902 1aba1-3349-479H

Managing Roles

Offering different roles at the same point in time is achieved by copying the WebGUI as often as
roles to allow access. For easiness of access we recommend to rename the copies to names according to
the roles.

Note: The WebGUI folder includes the WebGUI + the proxy service. But for easiness of rollout and cause of
the small number of files we do recommend to copy the complete folder.

VN4

In our example with 3 roles for “viewer”, “operator” and “supervisor” as shown above we got the following
folder structure:
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. old 12/18/2013 3:38 PM File Folder

[+
=%
=
o
o

File: Falder
/ examples File Falder
, host-manager
| manager File falder
. old 5 : ¥ File folder
| Rhozet, JobManager, M3ervices iy r 2] File Folder
. ROOT | U Rhozet, JobManager. MServices, war 12/18/2013 3119 PM  WAR File

Within the folders “WFS_GUI_viewer”, “WFS_GUI_operator” and “WFS_GUI_supervisor please adjust the
available controls as shown earlier.

The three different GUIs are now accessible via the following URLs:

http://[servername or IP]:8080/WFS_GUI_viewer/
http://[servername or IP]:8080/WFS_GUI_operator/
http://[servername or IP]:8080/WFS_GUI_supervisor/

Managing Access Restrictions

So far the users can access the role based GUIs without any password protection. The access
restriction can be added via Tomcats user management.

Two files are relevant to do so: “tomcat-users.xml” and “web.xml”. They can be found in the “conf” folder
within the tomcat installation folder.

/ tomeat ;I Marne = Date rmodifisd Type
. bin
. Catalina 11/12/2013 6:07 PM File Folder

. canf

| Cataling | cakaling, palicy 71212013 9:53 AM POLICY File
b | cataling, properties FI2/2013 959 AM PROPERTIES File
. logs =] context.xml 712/2013 9:59 AM %ML Document
| temp | 7] lagging. properties 7i2/2013 9:59 AM PROPERTIES File
 webapps = server.xml 7/2/2013 9:59 AM *ML Document

. docs

AL Documenk:
| examples
. host-manager ML Docurnent
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The “tomcat-users.xml” file defines the roles, usernames and passwords as follows:

B tomcat-users.xml - Notepad M=l
File Edit Format Wiew Help
Timitations under the License. :|

ol enam
1am

The “web.xml” within the “WEB-INF” folder as subfolder of each “webapps” folder defines the role that
may access such folder.

The coded on the following page shows the definition or the “supervisor” user.
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Datei Bearbeiten Format Ansicht 7

<I-- Define a Security Constraint on this Application -->
<security-constraint™
<web-resource-collection™>
<web-resource-name>WFS HTML interface</web-resource-name>
<url-pattern=>/*</url-pattern>
<htip-method>GET</http-method>
<http-method=POST</http-method>
</web-resource-collection>
<auth-constraint>
<role-name>supervisor</role-name>
</auth-constraint™
<user-data-constrami>
<|-- transport-guarantee can be CONFIDENTIAL, INTEGEAL, or NONE -->
<transport-guarantee>INONE</transport-guarantee>
<fuser-data-constraint=
</security-constraint=

=!-- Define the Login Configuration for this Application -->
<login-config>
<auth-method>BASIC</auth-method>
<realm-name>WFS HTML interface</realm-name>
<flogin-config>

=<!-- Security roles referenced by this web application -->
<security-role>

<description=

The role that is required to log in to the WES HTML interface

</description>

<role-name>supervisor</role-name=
</security-role>

</web-app>

Version

Version 1.1

Copyright © 2015 x-dream-media GmbH
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